AhnLab V3 Internet Security 8.0



(034 1 PSPPI 1
(031 1 RSP PR N 2

Chapter 3 V3 Internet Security 8.0 ciiiiiiiii i e e e na 3

(044 11 PR 11

(03 1151 1 21

Chapter 6  HOME. ..o i e e s e na e rna 40

(0111 (] P 48

US B 53



(04 1T 1 74

Chapter 9  WeD e e en e nan 96

WD ettt ee————————————————————————————————————————————————————. 100

Chapter 10 e e e rnaas 102

(0311 ] 113



Chapter 12

Chapter 13

Chapter 14



Chapter 1

Copyright (C) AhnLab, Inc. 1982009. All rights reserved.

AhnLab V3 Internet Security 8.0 ( V3 1S 8.0)
8 i

2009 8 31 1

V3 IS 8.0 V3 Internet Security 8.0 AhnLab V3 Internet Security 8.0
<> ( :< >)
( = )
( 0K

Administrator
Administrator V3 IS 8.0



(

)

S 8.0

Chapter 2

V3 1



Chapter3 V3 Internet Security 8.0



V3 IS 8.0

V3

V3
160% 300%

TrueFind ( )

TrueFind

Windows

V3 IS 8.0 TrueFind ( )
TrueFind

usB

uSsB uUSB
V3 IS 8.0
USB uUSB
USB
USB

Hosts

Hosts



(Pharming) Hosts
Hosts
Hosts Hosts



V3 IS 8.0

usB

V31I1S 8.0

V31S 8.0

(POP3)
(SMTP)

Web

Web

Web

Web



Windows

Web
Web
cookie Web

V3 IS 8.0
\ Program FilesAhnLall VV3I1S8Q0 Backup

\Progrma FilesAhnLal V3IS8Q Log



V31S 8.0

Windows (Microsoft Windows XP Professional)

CcC EAL 3
Windows XP Professional
Microsoft Windows XP Professional

4 3
(A-2)
(a2)
10 (09
(184, %)

Microsoft Windows XP Professional

OK

V3 IS 8.0

V3 IS 8.0 Administrator
V3

Administrator

40

Microsoft



V3 IS 8.0

V3 IS 8.0

V3 IS 8.0

0s

V3 IS 8.0

V3 IS 8.0

(ON)

IDS

(ON)

0N



V3 IS 8.0

10



11

Chapter 4



V31S 8.0

Web

[

V3 IS 8.0

32

CPU :Intel Pentium Il 500MHz
:256MB
Windows 7/ Vista : 1GB , Windows XP / 2000: 512MB
HDD :300MB
:800x600 256

Microsoft Internet Explorer 5.0

Windows 2000 (SP 4 ) Professional

12

oS



64

Windows XP (SP 2

Windows XP (SP 2
Windows XP(SP 2

Windows Vista (SP 1
Windows Vista (SP 1
Windows Vista (SP 1
Windows Vista (SP 1

Windows Vista (SP 1

) Professional
) Home Edition

) Media Center Edition

) Home Basic Edition

) Home Premium Edition
) Business Edition

) Enterprise Edition

) Ultimate Edition

Windows 7 Home Bas

Windows 7 Home Premium
Windows 7 Professional
Windows 7 Enterprise

Windows 7 Ultimate

Windows XP Professional x64 Edition
Windows Vista Home Basic Edition
Windows Vista Home Premium Edition
Windows Vista Business Edition
Windows Vista Enterpriseedition
Windows Vista Ultimate Edition
Windows 7 Home Basic x64
Windows 7 Home Premium x64
Windows 7 Professional x64
Windows 7 Enterprise x64

Windows 7 Ultimate x64

13



V3 IS 8.0

V3 IS 8.0

V3 1S 8.0

V3IS 8.0
CD

. V3 IS 8.0

. Administrator

V3 IS 8.0

IS 8.0

V3 1S 8.0

CD

CD1

V3 IS 8.0

Administrator

V3 IS 8.0

Windows

V3 IS 8.0

14

V3



Web

V3 IS 8.0

15



() V31S 8.0
V31S 8.0

V3 Internet Security 7.0 Vv31S8.0
Vv31S8.0
V3 Internet Security 7.0

V3 Internet Security Enterprise 7.0

V3 Internet Security Platinum Enterprise 7.0

V3 IS 8.0
V31S 8.0 h

V31S 8.0

A V3 Pro 2002

A V3 Pro 2004

A AhnLab SpyZero

A AhnLab Secuity Pack

16



V31S 8.0

[

V3 Internet Security 7.0 2007 V3 IS 8.0
V3 IS 8.0
ecurity 7.0 2007

1. V3 IS 8.0 CD-ROM CD-ROM

2. V3 Internet Security 8.0
A V3 Internet Security 8.0 V3 1S 8.0
A Adobe Reader V3 1S 8.0
Reader
A :V31IS 8.0
A CD :V31IS 8.0 CD
A Web () Web
A
3. <AhnLab V3 Internet Security 8.0 >
4, < > V3 IS 8.0
5. < > *

17

V3 Internet S

Adobe



V3 IS 8.0

< >

AhnLab Personal Firewall :

< > \ Program
Filess AhnLal V31S80

< >

<AhnLab V3 Internet Security 8.0 >

18



V3 1S 8.0 V3 IS 8.0

1. Windows AhnLab  AhnLab V
3 Internet Security 8.0  AhnLab V3 Internet Security 8.0

V31S 80 V3iIn
ternet Security 7.0

V3 IS 8.0

3. < > V3 IS 8.0

4. AhnLab V3 Internet Security 8.0
5. OK
=
AhnLab Policy Center AhnLab Poli
cy Center V3 IS 8.0
=

AhnLab V3 Internet Security 8.0

19



V3 IS 8.0

. HOME

. OK

. HOME

V3 IS 8.0

V3 1S 8.0

)

HOME

20

OK



21

Chapter 5



V3 1S 8.0

Vv3I1S 8.0 HOME
V3 IS 8.0 HOME

J£ AhnLab V3 Internct Sccurity 8.0 Q =
o (¢ ?

Ahnlab V3 Internet Security 8.0

HOME

IR | PudF=b | AT

SRR IS LR e BRE  TATAY

FobzFalFo BH2% 400 - WIRLL

Web 22T I =a2 : 2000080507

= RISSFSONAR : 175 A LUTLEEER
A= tzFal T
DARFLY=) @ VAFLUTIAALA% vV
3 i @ FokI—DBAE
@ 1i=UFNTIFAT I~
BFROIN DA )l,/ﬁ!élib‘(“/;‘&
F L0 L ETOE T
1.

HOME : V3 IS 8.0

Web

Web

22



V3 1S 80

:V31S 8.0

V3 1S 8.0

V3 IS 8.0

23



5.

V31S 8.0

Internet Explorer

24



V3 1S 8.0

1. V3 IS 8.0

2. HOME

6. HOME

7. V3 IS 8.0

10.

()

&)

25

V3



26

V3 IS 8.0



V3 IS 8.0 (%) V3 IS 8.0
V31S 8.0
V3 IS 8.0

. & :v3i1s80
'[E :
% :
,@ :
. V3 Internet Security V3 1S 8.0 HOME
V3 1S 8.0

Web

27



28

(%)



AhnLab ¥3 Internet Security 8.0

AT LUTILAA LA+ L TERRLZEND
—FEEEhBERR_E LIz 0.1

EMO—P5: EICAR Test File

SiE. ZhHvtz - LERTLEN

V3

V3 1S 8.0
V3 IS 8.0
IS 8.0 V3 IS 8.0

AhnLab ¥3 Internet Security 8.0

W3 I5 80 DA SRR E LI BERRTE
V3 IS B0 AR T T, 1)

SiE. Zhxytz—LEFRTLE

(

)

29

V3



AhnLab ¥3 Internet Security 8.0

Vi3IS 80 HERIEDNL A SR E L, e
gﬂ’f EHL»;%' St P E A= e BT

versoess-| | BALAD |

(] &fé, Zhsatz — % FRTILEL

(5

hosts

Windows hosts

r

AhnLab ¥3 Internet Security 8.0

RO FOSS L Windows T hast 2w JlD
EEFBRTLE L, 0

OS54 Host Atk exe

(] &fé, Zhsatz — % FRTILEL

(5

AhnLab ¥3 Internet Security 8.0

AR JADEF I LA OO —F BT
Ll 01

DA o - Clishare foldertestexe

S8, Zhxytz—EFRTLEL

30



AhnLab ¥3 Internet Security 8.0

T b D= B AFERILE L, 0.1
HEEILZIRA - IPS test Rule

SiE. Dyt - UERTLEL

AhnLab ¥3 Internet Security 8.0

T =B A B E L. 040
IBHRL= {2 A - [PS test Fule

Cl&t&, Stz —ERTILEL

0
'

AhnLab ¥3 Internet Security 8.0

ARG S LI A=y b CHREL LD
ThoE o EERFEFeILE T Y 47

OS24 Firewall Test Rule
[¥] 777 24— JLARBN 2B

EZIEEN

SiE. Dyt - UERTLEL

31



AhnLab ¥3 Internet Security 8.0

ROTOSS LI (L FEELE L, i
FI 7Tt — DT IT S LIRB 7o
FIRCETR a4

OS50 Firewall Test Bule
[ 3ERRL I 8 77 T — R LT

(Fogz—r] [ &% ]

SiE. Zhxytz—LEFRTLE

Web

AhnLab ¥3 Internet Security 8.0

e ks o ok 1 T S W P A D
IBHR Web trF : Phighine url rule

SiE. Zhxytz—LEFRTLE

Web

Web Web

32



AhnLab ¥3 Internet Security 8.0
Il-:_li':}?_l)}Weh At P A A A ERR L E L.

#HBIE - UBRL Filter rule

SiE. ZhHvtz - LERTLEN

(POP3)

POP3

AhnLab ¥3 Internet Security 8.0

FEH = (POPD) P LA L2 F e 0T
L AFER LB L A7)

)28 - EICAR Test File

SiE. ZhHvtz - LERTLEN

(SMTP)

SMTP

r

AhnLab ¥3 Internet Security 8.0

FEE =1L SMTFY UPILEA L2 0T
L AFER L BRI E L 040

)28 - EICAR Test File

SiE. ZhHvtz - LERTLEN

33



rr

(5

rr

(9

'i' AhnLab ¥3 Internet Security 8.0

et = BRI E LT, 0410

i#{ =3 phishing-sender@testoom
=) : phizhing test mail

| SiE. Zhxytz—EFTLEL

P AhnLab ¥3 Internet Security 8.0
ASi L= LEBRRLE L, 010

HE{EE : zpam—zender@testoom
A—IA%E - spam test mail

| S8, Zhxytz—EFRTLEL

-

34



AhnLab ¥3 Internet Security 8.0

A— LT AFERRLE L. 00
F#{EE : block-—sender@testoom

LT o — L TR L AFSR/RTS

SiE. Dyt - UERTLEL

AhnLab ¥3 Internet Security 8.0

PO AT ERRLE L. 0410
Pl ) testexe

SiE. Zhxytz—LEFRTLE

AhnLab ¥3 Internet Security 8.0

BT LDy T - BEETE . T
T-kLEFT T A0

| 7vZF—+ | [ B3 |

SiE. Chuvt—LEFRTLEL

( )
V31S 8.0

35



AhnLab ¥3 Internet Security 8.0

BB 27 (I EERLEL . 7T -
I a

| 7vZF—+ | [ B3 |

SiE. Chuvt—LEFRTLEL



V31S 8.0

1. V3 IS 8.0 (485

2. HOME - (H) ...

: AhnLab V3 Internet Security 8.0
Web

V3 :V31S 8.0

: AhnLab V3 Internet Security 8.0

F1

37

Web

Web

Web



Web

V31S 8.0

IS 8.0

. Microsoft Windows

. P2P (Peerto-Peer)

( :.exe.com .dll )

V3

Windows

Web

38



ActiveX

39




40

Chapter 6

HOME



1. V3 IS 80 (485

2. HOME
3. < > Web
:V31IS 8.0
USB : USB USB
USB
V3 : V3 IS 8.0
V3 V3
:V3 IS 8.0
Web
Web : Web Web
: POP3

41



. OK

OK

:V31S 8.0

: SMTP

:V31S 8.0

V3 IS 8.0

42



1.
2. HOME
3. <

S 8.0

(

V3 IS

)

8.0 ()

Windows Program Files

DOS

43

V3 |



44



1. V3 IS 8.0
2. HOME

3. < >

4.

()

45



V3 IS 8.0

HOME

HOME

V3 IS 8.0

V3 IS 8.0

€ )

()

46

V3

30



8.0

V3 1S 8.0

OK :

47

24

V3 IS



Chapter 7

48



V3 1S 8.0 ()

DOS

49



(

)

50



. OK

V3 IS 8.0

V3 IS 8.0

(5)

51



V3 IS 8.0

V3 IS 8.0

()

()

52



USB

USB
USB
USB
1. V3 IS 8.0 (45)
2,
3.
4. USB
¥
USB
5
6. OK
USB
1. USB USB
2. USB
3. < > USB
=
USB
USB
USB
=

USB USB

53

Windows

USB

USB

USB



USB

uUSB

54



V3 IS 8.0

()

55



Windows Explorer

1.
2.

3. Windows

V3 IS 8.0

V3

V3

()

56

Windows

V3



V3 IS 8.0 (485

DOS

uSB

:Vv31S 8.0

DOS

57



V3 IS 8.0 (iz[é)

Internet Explorer
Internet Explorer
Web

CPU : CPU
CPU

V3

V3 1S 8.0

58



8.0

OK :

V3 1S 8.0

V3 IS 8.0
V3 IS 8.0 (iz%)
10 : 10
30 : 30
60 : 1

59

V3 IS



OK

V3 1S 8.0

V3 IS 8.0

V3 IS 8.0

60



1 V3 IS 8.0 (45)

2.
3.
4.
5 < >
1 30
AhnLab Policy Center AhnLab Policy Center
V3 IS 8.0
AhnLab Policy Center
6.
=
2
7.
=
USB
C D

61



CPU

:V31S 8.0

10.

:V31S 8.0

V3 IS 8.0

OK

V3

,!1}9_'-5/ AhnlLab V3 Internet Security 8.0

AT — A EETLTOE T P T RI0E, 2AS
FLA D v P O T AEE S S T AT a — LA
e bR TR AL,

62

CPU

V3

CPU



OK :

V3 IS 8.0

10

30

60

MSN
AOL

V3 1S 8.0

()

10
30

60

Nate on MessengerCafeSta
Windows ICQ Lite

V3 IS 8.0

63

Yaho



[<

TrueFind (

V3

TrueFind ( ) ActiveX
V3 IS 8.0
V3 IS 8.0 (iz[nf)
TrueFind ( )
V3 IS 8.0
TrueFind ( )
) 64Bit Windows
ActiveX © V3 1S 80
Internet Explorer Internet Explorer ActiveX
Internet Explorer
V3 IS 8.0 Internet Explorer
ActiveX
V3 V3
V3 IS 8.0
V3 : V3 IS 80 HOME
V3
V3 IS 8.0

64



V3

V3

OK

V3

V3
V3
V3
V3

V3
V3

64Bit Windows
V3 1S 8.0

V3 IS 8.0
V3 IS 8.0 (45
< >

65



260 ( )
[=
2 b ( : bmp gif txt)
[=
\ 2N <> exe dll ocx
Microsoft Window
S
Microsoft Windows
Microsoft Windows
Microsoft Windows XP Micros
oft Windows A Windowssystem32 Restore
=
Windows 2000
6.
7. < >
[=
V3 IS 8.0
8. OK
9.
V3 1S 8.0

66



OK :

V3 IS 8.0

V3 IS 8.0

()

V3 IS 8.0

67



Microsoft Windows (Ctrl+

Alt+DEL ) < >
TrueFind ( ) True
Find ( )
6. OK
7.
V3 1S 8.0
V3 IS 8.0
OK :
V3 IS 8.0
V3 IS 8.0
1, V3 IS 8.0 (485
2.
3.
4.
V3 1S 8.0

68



- : EXE DLL OCX S
CR COM

- : XLS SHS DOT

- - PIF VBS JS BAT INI

( :dat t
xt  tmp)

V3 IS 8.0

EML : EML

V3 1S 8.0

V3 IS 8.0

OK

1, V3 IS 8.0 (45

69



:V31S 8.0

ARJ B
ZIP2 CAB LZH RAR TAR ZIP Z ALZ ARJ LZH RAR ZIP AL
z
1 10
1
1MB 10MB 5MB
=
sample.zip samplel.txt s
ample2.txt sample3.txt sample.zip
newsample.zip newsample.zip
7.
V3 1S 8.0
=
V3 IS 8.0
OK :
1, V3 IS 8.0 (45
2.
3.

70



V3 IS 8.0
Microsoft Windows (smss.exe csrss.exe winlogon.exelsass.ex

services.exe)

Internet Explorer . explorer.exe iexplore.exe

V3 IS 80

71



Hosts : hosts
Hosts

Hosts

:V31S 8.0

V3 IS 8.0

OK

V3 1S 8.0
DLL

Internet Explorer
Internet Explorer

72



V3 IS 8.0

,',gf AhnlLab Y3 Internet Security 8.0

(TR0 TP LSBT — FFERE L, BB
3. BIFPOIO5S LE R T, b

73



Chapter 8

74



75



HOME

V3 IS 8.0

()

76



HOME

V3 IS 8.0

(5)

3

77



V3 IS 8.0 (45

V3 1S 8.0

IP

P : P

P P

P IP

30
P P IP

P

V3 IS 8.0

78



OK :

V3 IS 8.0

Home : Home

()

V3 IS 8.0

63

Microsoft Directory Service

79



[

Microsoft Directory Service

HOME

- LAN :
Office DNS ICMP

Direct (No Firewall) :

LAN
DNS ICMP
IP : IP
7. OK
8.
9.
[=
Windows 2000
10.
IPX 1 IPX
IGMP . IGMP
( )

80



11.

: V3 1S 8.0
V3 IS 8.0
OK :
IP

1. V3 IS 8.0 (iE%)
2.
3.
4,
5.

V3 IS 8.0

PC ( LAN)
( )

81



OK :

V3 1S 8.0

V3 IS 8.0

82



IP TCP UDP
ICMP
DNS IP TCP UDP
:53
DNS IP TCP UDP
: 53
NetBIOS Name Service IP TCP UDP
137
NetBIOS NameService P TCP UDP
137
NetBIOS Datagram Service IP UDP
1138
NetBIOS Datagram Service IP UDP
: 138
NetBIOS Session Service IP TCP
: 139
Microsoft Directory Service IP TCP UDP
: 445
ICMP IP ICMP
ICMP IP ICMP
IP
1, V3 IS 8.0 (485

83




6.
7. <
8. <
IP
IP
IP
IP
9. <
TCP : TCP
UDP : UDP
ICMP : ICMP
10. <
11.
12. OK

<IP

ubP

84

63



P
1. <P
IP
2.
3. OK
1. <
2.

> IP
IP
P
IP
P
P
AP
1P 1P
IP
IP
>
« )

IP IP
IP
IP
IP
P
IP
IP
IP
P

85



. OK

IS 8.0

V3 IS 8.0

()

86

PC (

LAN)

V3



OK :

256

V3 1IS 8.0

V3 IS 8.0

87

V3 1S 8.0



10. OK

V3 IS 8.0

V3 IS 8.0

()

()

88



. OK

. OK

V3 IS 8.0

()

89



1. V3 IS 8.0 ()

10.
11.

12. < >

13. IP

14.
UbP

15. OK

1, V3 IS 8.0 (45

90



6.
7. < >
8.
9. < >
10. IP
11.
12. OK
IP
IP
IP
IP IP
1, V3 IS 8.0 (45
2 IP
3.
4. <P > 1P
IP : IP
- P

91

UbP



. OK
P
IP
OK
IP

IP IP
P : P
P : P
AP
P P
IP
IP
IP
?
:V31IS 8.0
V3 IS 8.0
IP
IP

92

<|IP



IP IP
IP
1. V3 IS 8.0 (iz[ng)
2 IP
3 IP
4. <P > IP
P IP
- P
IP IP
- P P
- P P
AP
- P IP
5. OK
6 P P
IP
>
IP ?
7.
V3 1S 8.0

93

<IP



V3 IS 8.0

OK :
> IP
IP
V3 IS 8.0 (iz[é)
IP
IP
IP IP
P IP
P 30
P
IP
IP
P P
IP P P
>
- P IP
- NetBIOS

94

<P

30



:V31S 8.0

OK :

V3 IS 8.0

95



Chapter9 Web

96



(Phishing) (Private Data) (Fishing)
Web
Web
Web
V3 1S 8.0
Web

[<

Microsoft Internet Explorer Web

(=

V3 IS 8.0

1. V3 IS 8.0 (45

Web

97



Web

Web Web
Web
=

Microsoft Internet Explorer  Web

1. V3 IS 8.0 (iz[é)

2. Web 2

Web Web
Web Web

Web Web

98

Web



1. V3 IS 8.0 (izlé)

2. Web
3.
:V31S 8.0
Web
Microsoft Internet Explorer Web
4. Web
Web
A
Web V3 IS 8.0
5.
6. < >
Web
7. OK
8.
=
Web <
>
Web Web

99



:V31S 8.0
V3 IS 8.0
OK :
Web
Web Web
1. V3 IS 8.0 (iz[nf)
2. Web Web
3. Web
4. Web
5 < Web > Web
Web : Web
Web URL IP
*) Web http://*...example.c
om http://www.example.com  http://blog.example.com http://ma
il.example.com http://*.
Web http
Web : Web
Microsoft Internet Explorer
Web Web
Web : Web Web
=

100


file://192.168.0.208/Master-2009-1120/B2B/APC3.0SP3/http%20:/*.example.com
file://192.168.0.208/Master-2009-1120/B2B/APC3.0SP3/http%20:/*.example.com
file://192.168.0.208/Master-2009-1120/B2B/APC3.0SP3/http%20:/www.example.com
http://blog.example.com/
http://mail.example.com/
http://mail.example.com/
file://192.168.0.208/Master-2009-1120/B2B/APC3.0SP3/http%20:/*

Web

OK

Web

119

Microsoft Internet Explorer

Web

:V31S 8.0

OK

Web

V3 IS 8.0

101

Web



Chapter 10

102















































































































